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Introduction

We consider the research results of
presented in this report as a contribution to the understanding of the

digitisation of European border surveillance and control. Our case studies are
focusing on Eurodac, a digitised European dactyloscopic system. Eurodac is
an information, communication and control technology that operates by

means of a Europe-wide database, in which the fingerprints of asylum seekers
and irregular migrants are stored. Eurodac operates as a socalled
AAut omated Fingerprint l denti ficat.i
areas where the rules of the Dublin Il regulation are applicable. It was

designed in response to the crisis of the European asylum system, which was
constructed and conceptualised in rather lax and crude terms as a crisis of

t

on

he

Syst

Arefugees in orbito and fAasylum shoppingo.
on the Jp@mylsloutperri nci pl e, which is premised
asylu

Me mber State whkiedld bhae Roary of an

instance by granting a visa or by lack of efficient border security and/or
control) should be responsible for the asylum procedure. By using the
Eurodac database to identify a single responsible Member State per asylum
application, Dublin Il regulates the mobility of non -EU-citizens without a valid
visa within the EU.

More specifically, Eurodac is an EUwide biometric identification technology,
which combined with information technology, or rather, computer data
applications, aims to establish a mechanism for the prevention of multiple
asylum applications by the same individual and also for the policing of
uncontrolled movements of potential asylum seekers and other migrants
within the Schengen territory. By registering and re-identifying cross-border
mobility through searching and comparing the fingerprints of migrants over
the age of 14, Eurodac is a tool of automated border governance. However,
Eurodac has developed in practice as a database containing informaton on an
amalgam of asylum and immigration movements, as it does not only consist
of the fingerprint records of asylum seekers (category 1), but also of persons
arrested while crossing irregularly the external borders of the EU (category 2).
Moreover, Eurodac allows the authorities to match the fingerprints of persons

who are residing illegally within t he EU territoegt dyiamgest ec

category 3) whenever they consider it necessary. In short, as Mathiesen
asserts, t he HAhi st erprintingoifiegal imneigrants shawes

of

how Schengen and Eurodac concerns are

Eurodac is a Regulation adopted by the Council of the European Union on the
11th of December 2000 as a Dublin-related measure. Online since January

1 A Regulation does not require parliamentary approval, but is issued directly by the
Commission. The Eurodac Regulation provided the legal basis for the establishment of an IT-
based European dactylographic system, which combines biometric identification technology
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2003 and operating as a hit/no-hit system by the European Commission,
Eurodac is considered a successful policy instrument interestingly enough
given the current crisis of the Dublin system and Schengen in general. Last
but not least, Eurodac's good performance as the first European AFIS plays a
key role in the current trend of widespread biometric -based data collection or
the extension of existing AFISin various areas of EU migration management.?

The initial hypothesis of this report is based on a p erception of bordering that

goes beyond standard political images. William Walters (2005) proposes in

t his cont ext t he n o ti i @ metaphdr fort thee nori+-f i r e wa l
geographical, non-territorial character of the border, and for its non -linearity.

The double function of border politics as a politics at a distance through data

collection is supported by a general knowledge-based shift that produces a

control network that computerises not only the forms of surveillance, but also

the very form of sanction of offences. By extending the risk of deportability

within and beyond state boundaries (de Genova 2010, 2002), it creates a new

mode of migration management, to which we
Acydeportabilityo, i n ytbeteeensteefasteflexiole Nt he a
multidirectionality of the mobile subjectivities of migrants and the knowledge -

based cybert echnol ogi es used for their sur ve
Stephenson, Tsianos 2008: 176). We speak of digital deportability when the

risks of illegalised mobility i that is, money, duration and possibly life itself i

materialise through the computer screen. In this sense, Dana Diminescu talks

about a Avirtual prisono (Diminescu 2005) .

European database sysems that aim at the control of mobility provide the
infrastructure that member states fineed f
irregular migrants Oat homedé. 0 (Broeders
t he European network of d iadreasingdyyusetl ®mms , wh i
exclude and where possible to expel the group of migrants who have

succeeded in travelling to Europe and are living illegally in one of the member

states. 0 ( Br oxdMoresver,2 fbllbwing Br8eder's allusion to

the fact th at exclusion always combines two modalities, namely the exclusion

from registration and documentation and the exclusion through
documentation and registration (Broeders 2011: 59), our understanding of

digital deportability encompasses the flexible and movable interplay (or

and information technology (Council Regulation (EC) 2725/2000) and the Eurodac Il

Regulation of February 2002 provided the legal act to make the system technically opera-

tional. It encompasses rules for administrative maintenance and enforcement such as age

limit, etc. (Council Regulation (EC) No 407/2002).

2 Some of the recent developments in that area are the plan for a so called 'Entry/Exit

System (EES), the development of SIS Il and VIS, respectively the actual plans for a better
interoperability of systems such as SIS Il, VIS and Eurodac, through the establishment of the
0Agency for the Oper at i-ScaalT Systeans ia the Area oftFreegldm, L ar g e
Security and Justiceo by the Commission in 2010.
Aintegrated border ma n dahg eavtiest ofi pulllichaathoritiesoof ther s a | |
Member States relating to border control and surveillance, including border checks, risks

analysis and the planning of personnel and facilities required.

6
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modulation) between both logics of exclusion, which proliferate through the
operationalisation of information and communication technology.

In general, control technologies for border security are either apprehended by
their political effects and criticised accordingly 1 that is, disconnected from
the technical infrastructures they require i or they are subject to a techno -
deterministic approach based on an axiomatic perception of technical
competence and feasibility. A border stabilised, standardised and secured by
digital means is, therefore, usually considered to be functional, at least
potentially. Beyond this dichotomy, we understand our research results as an
ethnographic contribution to the understanding of the socio -technological
emergence of the digital border and the digitisation of border conflicts. Our
study focuses on the formation of both society and technology, migration and
digital border control. Here, we understand the Eurodac system as part of the
processes off lAnewosurmeiot her wor dtke as a ne

collection of per sonal i nformati on. According to 1
coll ection can go beyond the individual S
(Marx 2002: 15). Following Marx, who concludes that it he i ndi vi dual 4
subject of data collection may al so become

locate the difference between surveillance and control in the threshold

between data collection and intervention by logins and passwords, which is

decisive in allowing or restricting access, and ultimately in (re)organising

space. In other words, as Bogard (2009: 21) puts it: |
with the limits of panoptic enclosure and the serial connection of spaces.

These are organised by a model not of vi sibility, but of communication over
distributed networks. o

In the first and second chapter of the report, we expose our critique of the

somewhat diffused and blurred outlines of
border 6. Using Br unof blaatcku ridesx i cnagnoc egpnt & foif |
mobil eso we develop a frlonsples 10, fwe r our r

analyse some exemplary actor-networks involved in the production and
counter-production of Eurodac. In this respect, we have localised the current
crisis of the Schengen border regime at three diffe rent but interconnected
spots: from Athens via lgoumenitsa to Bari and from there back and forth into
European control centres. In the last part, we briefly sum up and give hints
and analytical implications for further research.

1.1. Black boxing and the challenge of the digital border

The thesis of an increasing fAsecuritisatio
Europeanisation of migration policies since the 1980s, is largely uncontested
within relevant academic literature. Academic debates revolve mostly around
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the question of how to conceptualise and analyse the processes of

securitisation (cf. Krasmann 2011). Many authors in the constructivist and

feminist studies tradition claim that the technological context of European
border-monitoring and border-control technologies, such as biometrics or

information and communication applications, always involves social and

discursive aspects situated beyond the literal digital space; therefore, they

should be examined in relation to other technologies, practices, systems,

institutions and conventions, in which they participate (Topak 2010; Van der

Ploeg, 2005, 1999a and b, Amoore / Marmura / Salter 2008; Ceyhan 2008,

Haggerty / Ericson 2000). However, different authors opt for using different

t heoretical approaches i n order t o study
technol ogy and societyo (Sassen 200 2: 36
explicitly to those aspects of digital space that are constitutive of new social

d y n a mi c.)digital sgage .and digitization are not exclusive conditions that

stand outside the non-digital. Digital space is embedded in the larger societal,

cultural, subjective, economic, imaginary structuration of lived experience and

the systems within whichwe exi st and operate. o (Sassen
b o r &, enrparticular from a bottom -up perspective, calls for addressing the

ways, in which the border is constructed, that in turn determine who

manages it and how it is governed.

However, the existing literature on database-supported border technologies,

and patrticularly on Eurodac, is in marked contrast to the above hypothesis. A
notable example is the so called AParis S
2007, CASE 2006), which focuses primarily on narraives and practices of

important security policy actors and is almost entirely based upon policy

reports, the annual Eurodac evaluations and on the accounts of European and

national data protection authorities. This body of literature points out , often

critically, to some unsatisfactory aspects of the political and democratic

structures connected with the architecture of Eurodac, in the context of the
Europeanisation of securitisation and migration management regime; rather

than pointing out to the various facet s of Adoi ng border o
processes that emanate from Eurodac, this body of work elucidates how

Eurodac is supposed to operate. This could be explained by the fact that in

social sciences there are practically no contributions available based on

concrete field research, as if only public administrations were in a position to

provide and hold responsibility for the empirical instruments to study the

current and complex ways, in which this European database system is

3With the figure of Adorelatiw brbal witth rotiobs ohgeogaphisab c i at e a
and sovereigntist approaches. Thus, the border is conceptualised also as a relational field of

negotiations, where the simple juxtaposition of institutions versus informal agents looses its

validity. (See: Anzaldua 1987, Salih 2000) A Do i n gantropolodiealr 6 i s a
perspective on the border, similar to the feminist

8
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working and operating on a variety of (national and local) institutional, social
and geopolitical levels.*

Although the digitisation of the European border is part of migration control
policies, the analysis of their socio-technical aspects is not sufficiently
explored i neither empirically nor theoretically.® If one takes a closer look at
the existing literature, even at the level of subject -matter and conceptual
definitions, there seems to be anything but clarity of thought: Dennis

Broeder s, for i nstance, etiwerkofEld datalthseg i t a | bo
under devel opment o6 (Broeders 2011: 49) , a
Elspeth Guild (2005), the digital border, contrary to physical or territorial

border s, serves to moni tlooameaanmi Bjr maend e rpso pai0

2007a). Gloria Gonzalez Fuster and Serge Gutwirth (2011) have a similar
comprehension of the concept. However, in another variant, the digital border

emerges a& fEechopéogi cal bordero, a term u
a fimi gmadhiomeo ( Di jeiet /eBedets @@l 174f). *Mrhese

works are based on an understanding of the digitisation of the border, which

does nothing else but digitally duplicating the putatively undisputable and

clearly identified territorial border, or to put it differently, th ese works locate

the difference of the digital border in the digiti sation of the processes of

demarcation.

Against the background of this vague terminology of the digital border, we

recognise and diagnose the work of asociatks ci ence or i enntgedd A bl ac
With this expression, taken from the sociology of science, we want to target

the technical and political / institutional operations that are rendered invisible,

but work on the success and effectiveness of the digital border (Latour 2002:

222-226, 373). We believe that very often the literature on the digitisation of

the border is the result of black box -epistemology, on the basis of which the

object of study, that is, the question of Eurodacd s i mpfacdi mogh bor der 0,
left in its opacity. To open up this closure,t o accompli sh a proces
bl ack bso xoisaygia prerequisite for focusing on the digital border.

Paradoxically, social science black boxing, even when it critically confronts the

digitisation of borders, it tends to contribut e to the success of the digital

border.

4Regarding this, the report 6éThe Digitalization of
James Hampshire and Dennis Broeders (2010) represents an exception. Yet, it contains a

draft for a not yet undertaken research.

5 In this regards, a higher level of discussion is reached, for example, in surveillance studies

that focus on control technologies such as ID cards or CCPS systems (Lyons 2007: 118ff;

Lyon 2009: 19ff).

6 More specific concepts such as for example the £
carried by mobile bodies and understood as part of
t he As mar ta difuse obeder fivhich is not localizable in a certain zones or in one

place of passage only, but a border that is based on a multiplicity of physical and virtual sites

of control and surveillance - are found in Louise Amoore (2006) respectively in Amoore /

Marmura / Salter 2008.
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Ironically, the technical component of the Eurodac Central Unit, located in

Luxembourg, is literally a black box: we know its inputs and outputs and it is

only in them, that we may intervene in observational or man ipulative ways.

The central server is a fully automated lights-out system. Here, even the

deletion of data occurs automatically. Only few administrators work there and

not one fingerprint expert. The black -box-Eurodac is a cheap solution because

of its automatic performance. However, an interview that we did in 2011 with

the IT manager Gillian Ormiston revealed to us another facet of the black -box

epistemology. As a woman in a leading position i rather an exception in the

field of IT management 1, she recounted how in 2003 for seven months she

was managing the logistical and technical construction of Eurodac that went

online in September 2003 fAlt is not about | T, it is a
ma k i n § She @mpbasbed that the task of establishing Eurodac consisted

not only of data exchange amongst the 15 Member States, but in parallel of a
communication net wor k. ACommunicati on S
exchange. | had to make them feel responsible to me. | had to deal with local

problems in each country. It was about confidence building. They are
requested to join Europe anddMrm. Brenistont hey t hi
taught us to break definitively with the idea that control technologies 1 in our

case biometric identification technologies i are primarily technological. We

realised that we are on the right track with this idea, when , during our visit

to the German Federal Criminal Police Office,we witnessed the moment the

Eurodac system produceal a hit. Automatically, a James Bond melody began

to play; and taking a side glance at our female researcher, the head of the

Ger man AFI S explained: AWe <could also hav
Longstotkingo.

7 In fact, with some month delay Eurodac went online in January 2003.

8 Interview at Safran Morpho, Paris, 27/01/2012.

9 Interview at Safran Morpho, Paris, 27/01/2012.

10 Interview at BKA Wiesbaden, with Wolfgang Krodel and Christopher Schiel, 08/06/2011.

10



MIG@NET, Tansnational digital networks, migration and gender
Deliverable 5: AResearch designo

2.  Starting Point of the Research: Numbers that Matter

Our case studies in Italy (with an emphasis on the border zone in Bari), in
Greece (with an emphasis on AnBemap eadn d I
(namely focusingont he Eur opean i ¢daealwithdhe Ewaoeact r e s 0)
AFIS. Instead of combining three different case studies we opted for a

common research road-map with the aid of which we constructed our

fieldstudy: We searched for different forms of connection - (data-pathways,

migration routes, etc.) and ruptures (hits, blind spots and gaps, losses and
disappearances) that constitute the borders set up by the Eurodac and the

Dublin Il system respectively. Our findings 1 based on participant
observation, individual and focus group interviews 1 were related to the

practices of border control as well as the process through which control is

subverted - and approach that eventually led us to include a tracking down of

the in-vivo-codes of migration. In other words, in our research we have tried

to constantly intertwine the findings of our research to the border-crossing

practices of migrants.

During the research period we emphasised upon a particularly conflicting

border zone: the Adriatic Sea. At this spot, which we approached as a

contested European gateway, we traced t he fAdoing border o fron
Italian and the Greek side, posing the questions ofthe bor der 6 s construc
and management. Yet, in our view, the making of a conflict -ridden border

Zone requires even more: to reconstruct it as a composition or an assemblage

of different (online and offline) human and non -human agents in their

disputed, hierarchical and dynamic interplay. Such complex interplay always

already includes both, repressive information and control policies and the

anticipation of their effects in migrants dpractices of border-crossing. For this

reason, we have adopted in our fieldwork an understanding of power in

border zones not as something that awaits migration, not as something to

which migrants react, adapt, and cunningly replay. In our opinion, it is crucial

to consider migration as something that is contained in power. Thus, the

migrant is someone who is connected to the composition of power, i.e. a
Aconnected migranto (Diminescu 2008) .

When in the fall/winter of 2010 we were formulating the starting points of our

research, the proclamation of the Schengen state of emergency and
subsequently the first deployment of the Rabbit-troops of Frontex on the
Greek Turkish border in the Evros region occurred.'’ As border-regime

11RABBI T is the acronym for fARapid Border I ntervent
No 863/2007 of the European Parliament and of the Council of 11 July 2007 establishing a

mechanism for the creation of Rapid Border Intervention Teams and amending Council

Regulation (EC) No 2007/2004 as regards that mechanism and regulating the tasks and

powers of guest officers).

11
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researchers engaged in ethnographic writings of the border /n situ and in

actu, we reflexively responded to explore the field of crisis deployment. Our

intention was to allow ourselves to become attracted by the high visibility of

control during the emergency campaign at the Greek-Turkish border.

However, as researchers venturing forward into the field of the dig ital border

we had some doubts on whether such a field research would also enable us

to locate the digital dimension of the the crisis in the Evros region. In other

words, foll owing Rabinowds considerations
(2003), we were wondering about the digital actuality of this border, and

about the kind of research practices we needed in order to explore it. From

the beginning of our research on Eurodac, we noticed that the crisis

proclaimed in 2011 within the European political institutions was already

visible and legible on the numbers and their interpretation stated by the

Eurodac activity report of 2010 for the year 2009. Here, a marked drop in the

data curve concerning those persons who have illegally crossed the EU

external border was already under discussion before the emergency was

proclaimed: nThe trend regarding t he number
apprehended in connection with an irregular crossing of an external border
(6category 20) changed dr aoh@23%detweeny i n 20C
2007 and 2008 (to 61.945), the number of transactions fell by 50% in 2009

(to 31.071). Italy, Greece and Spain continue to be the countries which

introduce the vast majority of such data. However, Greece is now the one

with most transactions 7 i t sent 60% of I 6category
compared to 20.012 in 2008). (KOM 2010 41

o

This report is not about an event in the classic sociological sense, but it
counts, combines, allocates and arranges numbers more precisely, digital
records of images of fingertips that have been captured in different places in
the Schengen border area, and then categorised according to certain
temporal and spatial categories, as well as according to sex and age. The
figures are divided into three categories: Category 1 is reserved for asylum
seekers, Category 2 is used for those foreigners who have illegally and
voluntarily crossed the EU external border and Category 3 is applied to illegal
residents, migrants without valid papers caught within the Schengen areal?
Thus, the numbers and categories stored in Eurodac establish a sort of
European immigration census, which is reproduced in the annual public
reports. Unlike a researcher looking down from the hills on the border river
and trying to understand the movements of border police, Frontex and transit
migrants, the writer s and the readers of the Eurodac report recombine and
interpret numbers. This is what we also attempted to do. On the basis of
algorithms, whose function is to calculate the connection between points,
thus distances, the Eurodac report unfolds as a numerical event. Based on the
registered numbers, processes and events occurthat can be understood in
the contextof Br uno Latour déds notion of HAinscriptioc

12 See Council Regulation (EC) 2725/2000.

12
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(Latour, 1986). Hence, we understand the Eurodac numbers as mobile,
immutable, flat and presentable, readable and rearrangeable inscriptions.
These numbers circulate as reference entities of a potential European
immigration census. As such, these numbers may acelerate and bundle up
political mobilisation processes i as we have seen, for instance, the
mobilisation of a re-bordering process within Schengen. The Eurodac
database does not correspond to a description or a representation of given
realities related to asylum and illegal immigration. Rather, Eurodac is adopting
the function of a performative discourse: it shapes the ways that actors in

charge of managing both migration and technology perceive asylum and
illegal immigration. Thus, our thesis is that Eurodac numbers are not only
induced by complying with the order of a performative (techno)logic, but, as

we will show below, as immutable mobiles 1 that is, as circular references
that decide on the success or the failure within an agonistic situation, that w e
describe as a rivalry between migration and its control. In the rest of this

paper, we will delineate some border assemblages in which these rivalries are
carried out and identify the Eurodac-actornetworks we have been able to
research so far.

13
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3. The produ ction of inputs and outputs

Our initial question was twofold: On the one hand, we asked ourselves how
we can address the short circuit between a statistically proclaimed distinctive
feature or anomaly and a politically proclaimed state of emergency. On the
other hand, we had to find out how we can localise and identify sites where
the Eurodac input and output figures could become visible. In order to answer
both questions we decided to approach the Eurodac National Central Units in
Greece, Italy and Germany. Our aim was to compare our research findings
from these control centres that are supposed to work in the same manner.

3.1. The BKA in Wiesbaden

In June 2011, we were accepted for a day-long visit in the German Central
Eurodac Unit, which is hosted within th e department of the much larger
German Automated Finger Identification System (AFIS at the Federal
Criminal Police Office (BKA) in Wiesbaden* The BKAbased AFIS contains
more than 3,5 million records that are accessible to national police for search
purposes. The National Eurodac Unit is part of this large electronic archive.
Thus, there is only one database with several divisions, but there is an
interconnection between Eurodac and national police data: above all, this
relates to data collected under Eurodac category 3/fillegal residentso. In
contrast to the national database, in Eurodac entries made under category 3
are not allowed to be stored and only the files of asylum seekers are stored
into the Eurodac Central Unit in Luxemburg. Historically, this category was
created and established during the German Presidency of the EU in 1999 (Aus
2003: 14-15; Aus 2006: 20-22) in response to the pressure exerted by
Germany.

As if we were police officers, we were instructed on how Eurodac operates
and coached by the head of the German AFIS, who himself was trained as a
fingerprint expert and has been working in the field for the past 30 years, and
by the chief administrator of the AFIS. In the evening we left the BKA with a

relevant power point presentation on a USB stick.

13 See for instance Topfer 2008.

14
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During our visit, we noticed that very often police officers** would lack
training and frequently they would still after eight years of experience ignore
the meaning and difference of categories 1, 2, and 3. Apart from the technical
infrastructures and operations, we were able to deepen our understanding of
the categories applied and implemented within Eurodac. Our interview partner
told us about a fhot periodoin the 1990s when, particularly during 1993/94, a
top score of hits with up to 47 asylum applications by the same person and a
rate of 25% *> for multiple asylum applications was achieved. Today these
numbers have decreased to the level of the general rate of criminal offenders.
We were told about a case that occurred in that time with 12 hits in 5
different countries and in various Eurodac categories. Both the hits and the
returns according to the Dublin 1l regulation initiated by the Federal Office for
Migration and Refugees (BAMF) seem tobe lower in Germany: whereas in the
initial period, 80% of the hits have led to executed returns, today their quota
has declined to only 39%.

14 Besides the police offices, the 22 satellite stations of the BAMF (equipped with live
scanners) are authorised to send fingerprints for Eurodac as coded data files according to the
ANSI/NIST standards for the transmissions of dactyloscopic data.

15 These top score times for Germany were long before Eurodac went online.
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In the course of our intervi ew with the head of the German AFIS, this sincere

homo faber asked us if we, as field researchers of the southern European

border, knew anything about the possible motivations of Greek authorities to

produce such a large number of entries under the category 2 of #Ai |l | egal b
crosserso. He commented on this way of C (
practice, which in his opinion could be explained neither in terms of technical

nor of logical considerations, but mainly as a result of a political compromise.

Hemade the following remark about the Greelk
of these records has indeed been reduced meanwhile. It seems that there has

been a change of mind (...) Why does Greece not use the category 3? | do

not understand. Tell me if you find out about it. If they were to use the

category 3, they could get ®rAscanbefseermany as'y
from the considerations of this police officer, despite the technocratic

approach, which was enforced with the introduction of the Eurodac s ystem,

people in the BKA acknowledge the existence of a wide range of decentralised

national and institutional margins left for contrasts and differences as regards

to the strategies and tactics of the quantitative and qualitative data -feeding

the Eurodac Central Unit.

Research visit at the German BKA

© Kuster/Tsianos 2011

16 Interview with Wolfgang Krodel, BKA, Wiesbaden, 08/06/2011.
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3.2. The Digital Worlds of Foreigners: The Central Unit of
Eurodac in Rome

The first thing we learned with regard s to the Italian Eurodac Central Unit, is

that At he worl d of forsedgnerid inonfdwl Isyt ré&ingiet
el ettr®ini o) interview partner pointed ou
digitised through EU-funding for border security purposes. In all Italian police

centers, live scans are today available for the collection of fingerprints. This is

also confirmed by a migrant who described the differences between
fingerprinting in Greece and in Italy: A N C
have put the fingers on paper whereas here i how should | say T on

computer, on a laser. There was a small table where they took the prints of

the palm of your hand. It was really different. There, the prints were on

paper, here everything was computerisesd and | et 6s say, very
fingersonebyoneandaf t er t hat tHe whole hand.

The Italian AFIS exists since 1998 and is located in the Central Direction for
the Anti-crime Police, Public Security Department, Ministry of Interior in
Rome. Managed by the central office of the Scientific Police of Rome, this
national database holds all police records of identity screenings, including all
fingerprint sets collected in Italy, and stores more than 12 million of records.
The data for the national AFIS is provided by all the Italian police forces, but
only the Carabinieri, the State Police, and the Financial Guard (Direction of
Naples) have direct access to it and the right to feed and search the
database i The ci ty p dlé¢cadd and thenkheyssend it to us. They
do not have the authority t o ent er data i ntdheebrel4dAFl S sy
regional centres, called Gabinetti di Polizia Scientifica where fingerprint
experts of the State Police feed and search the AFIS. However, the
communication with the Central Unit of Eurodac in Luxembourg can only be
made from the Central Unit in Rome, located, as we have seen, within the
AFIS archive in Rone. Al n Bar. for i nstance there i s
centres and there we have a fingerprint expert. He looks at the fingerprints
and he sends them to the national AFIS for searches and eventually the AFIS
gets back to him with a list of candidates, which he has to check to decide
whether the person in front of him is already r ecorded in the AFIS system or
not. All that happens in real time and electronically. In the case of a hit the
new data is entered in the system. And if there is no hit , a new file is created.
Only after all this, the new fingerprints enter the Eurodac system. The data
files are handled via Rome, because we are the office that is in charge of

17 Interview with Dr Lorenzo Rinaldi from the AFIS in Rome, 12/12/2011.
18 Interview, Bari 11/10/2011.
19 Interview with Dr Lorenzo Rinaldi from the AFIS in Rome, 12/12/2 011.
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Eurodac communication. We have the central server that communicates with
Eur od’ac. #

To summarise the whole procedure, after the arrival of migrants on the coast
of Salento (Puglia), all individuals over 14 years old are fingerprinted in the
police office of the city of Otranto. The fingerprints are electronically sent to
the inter-regional Gabinetto of Bari, where experts search them through a
matching software within t he national AFIS** The findings of this search are
communicated to the central office in Rome, which then gets back in touch
with the inter -regional Gabinetto in Bari, which, in turn, informs the police
office of Otranto. From the interview with Dr Lorenz o Rinaldi of the Italian
AFIS we learned that the communication of a search initiated by one of the
14 regional and inter-regional Gabinetti of the Scientific Police and his office
in Rome lasts usually around twenty minutes. We also learned that the Itali an
system contains fingerprints in 5 subject categories: 1) criminals (Article 349
of the Code of Criminal Procedure); 2) dangerous and suspicious people not
able to prove their identity, for example for lack of identity documents (Article
4 of the Public Security Law); 3) foreigners who apply for a residence permit
or a renewal (Law 189 of 2002, the so-called BosstFini Law); 4) foreigners
who have illegally crossed the EU external border; 5) asylum seekers. These
last two categories are also relevant for feeding of the European Database
Eurodac in the category 2 and the category 1. Thus, altogether the
organisation of the National Central Unit of Eurodac in Italy is the same as the
one in Germany.?

If a migrant who has been fingerprinted for illegal entry , for instance in
Lampedusa asks for asylum (when redistributed in the according centres, for
instance in the Cara in Bari) he/she is fingerprinted again and enter category
1.2 The difference between the two procedures of fingerprinting is only the
category (asylum seeker or illegal entry) and the date of the print indicated in
the form, as well as the identification number that is created by the Eurodac

20 All quotes are from the interview with Dr Rinaldi at the Central Direction for the Anti -crime
Police, Scientific Police, Public Security Department, Ministry of Interior on 12/12/2011 in
Rome.

21 The 14 regional and inter-regional Gabinetti of the Scientific Police work from 8 am to 8
pm. From 8 am to 8 pm the Central Unit based in Rome deals with all the researches in the
country.

22 Filling correctly an identity screening form of the National Scientific Police requires 4 types
of surveys: 1) description of the physical characteristics of the subject (color of eyes, hair,
tattoos ... ), 2) pictures front and right profile, 3) anthropometric measurements which now
consist only in the survey of the height, 4) fingerprinting of the 5 fingers of both hands and
of the 2 palms. A police officer expert of dactyloscopic data takes physically part into the
dactyloscopic survey, by pressing the fingers on the live scan and facilitating the rotation of
the fingers. In Italy the inking of the fingers is dying out, it is used only in very rare cases for
criminals and never for migrants.

23 All aspects of dealing with asylum applications are treated by the Italian Dublin Unity,
which is allocated in the Department for Civil Liberties and Immigration in Rome, in the
Ministry of the Interior. It is linked with the other Dublin Units in Europe.
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system. When integrated into the central system, each fingerprint set gets a
unique identification code sent digitally to the central AFIS in Rome, which in
turn communicates it to the central unit of Eurodac in Luxembourg. For the
rest i as both Dr Rinaldi from AFIS Italia and Dr Perrone®* from the Scientific
Police of Bari explaini the practice is totally the same. Moreover, Dr Rinaldi
pointed to the abstractness of the system and stressed that the linkage
between the unique identification code of a fingerprint set and the singularity
of a person remains mostly anonymous and is only up to the police to be
handled: fEurodac is just a computer. Put in a fingerprint and it will give you

a number, but the number doedné6t give

* |Bm‘uu,<vmmu\.\|m m
Aufbau der EURODAC-Nr.

D 50524TRT00010

D 50614R0102578

D! 5022886816625 N

D 3040 qo0022 .:,.\‘" ®

e
\ LA

- Linderkennung

- Kategorie v ' X

- Datum im Format JJMMTT »

- Stationskennung

- serielle Nummer

The composition of an automatically generated Eurodac Number
Source: BKA

3.3. The Greek Police Central Eurodac Unit and the Aliens
Directorate in Petrou Ralli

As can be observed from the above-mentioned statements collected at the
Central Eurodac Units in Germany and Italy, the Greek border is represented
in the EU discourse as both an aromaly in the Eurodac system of inscription
and at the same time, particularly since 2011, as the paradigmatic failure of
the Schengen regime. One of our main research findings, however, is that
rather than a paradigmatic failure of the system, this strange inability to fully
enter the regime of control by failing to operate the digital workflow and

processing is a key characteristic of the practices of producing data files in the

you |

Schengen space. From this perspective, 0dc

24 All the excerpts from the interview with Perrone are from an interview realised in Bari at
the Interregional Gabinetto of Scientific Police of Puglia and Basilicata on 26/4/2012.
25 Additional telephone interview with Dr Rinaldi, 08/02/2011, Rome.
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manifests most of all that the production of entries is contingent and
dispersed, subject to the everyday practices of administrative and police staff.
Entries and inputs in the Greek administrative police context resemble a
practice of assembling dispersed and dissimilar data collected by different
agencies with the use of different digital and non digital means. In that sense,
what is being produced is information that can take different forms and be
used for different purposes.

When we visited the Central Eurodac Unit of the Greek Police, we noticed two
separate types of data storage: the first was digitised, organised on the basis
of Eurodac categories and Eurodac executive protocols, while the second was
still organised in paper files placed in folders, arranged on the basis of the
Greek criminal records. As the Head of the Fingemprinting Department
explained to us, each fingerprint collected must be stored in both databases
in order to ensure that tathe Geelspgolice (mcor ds a
paper) and for the Eurodac system (in a digital form). ?® This represents a
challenge since data has to be available in two different forms and appears
simultaneously in two different registries - complicating the procedure and
delaying data input to Eurodac. As the Director of Crime Investigation
Direction, under which operates the Fingering Department and Eurodac,
explained, the main issue for the Greek authorities with regards to Eurodac is

t hat it constitutes for them a ffdatsel esso
cannot be used or compared for/with criminological research/data. In effect,

Greek administrative and police officers a
Greek paper fileso in order to deal wi t h

related procedures, but are legally bound not to use this type of data for

other purposes. As far as they are concerned, Eurodac only serves as a

mechanism that overburdens them with unnecessary and complicated
procedures and what is even fhore cruci al A

Interviews with Head Officers of the central Asylum Unit in Athens have
confirmed that in areas such as Evros, Igoumenitsa or Patras, there are no
fingerprint scanners.?® A Frontex officer from the Piraeus branch, in charge of
the coordination of operational projects in Italy, Greece, Malta, and Cyprus,
declared in an interview that the EU funds for the purchase of those machines
have not been yet absorbed by Greek authorities.?® In contrast, we were
informed, that in many other areas, such as the Athens asylum unit, Lesvos
or Orestiada, scanners do exist but remain either out of use or used only
sporadically, under pressure by EU and national authorities. As the Head of

26 In Germany there are 200 live scanners and 3000 stationary scanners in use, according to
our interview partner in the BKA.

27 Interview with Mr Lambrocostopoulos, Greek EURODAC Unit within the Fingering
Department and with Mr Antoniou, Director of Crime Investigation Direction, 22/09/2011.

28 Interview with Mr Syrmalis, Head of Asylum department, 07/04/2011.

29 Interview with Mr Szymanski, Head of Operational Management Component of Frontex
Operational Office in Piraeus, 17/05/2011.
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the Asylum Unit in the Athens police explained to us, each unit has to
improvise its own unique techniques in order to produce fingerprints. *° This
leads to a strange amalgam of data that is not easy to insert into the digital
system, because it consists of imprints on paper and digital fingerprinting that
have later to be processed and fed into Eurodac by the Central National Unit
based in Athens. Interestingly, this is the case even when there is a digital
fingerprint scanner, because the Greek criminological databases require full
palm fingerprints, which are not possible to produce with the se scanners?!
Unlike a black box, the Greek police employs fingerprint experts who collect
ink palm- and fingerprints, which are first filed into paper folders stored in the
Greek police headquarters and then scanned and sent to the Eurodac Central
Unit. This procedure, according to different interviews, often lasts more than
forty days and in some cases the local police units are asked by the national
Eurodac Central Unit to re-take the fingerprints because they are not
compatible with the digital protocol .32

30 Interview with Mr Syrmalis, 07/04/2011.
31 Interview with Mr Lambrocostopoulos, 22/09/2011.
32 Interview with Mr Lambrocostopoulos, 22/09/2011.
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AEATIO AAKTYAIKQN KAI MTAAAMIKON AMOTYMQMATON F'YNAIKON

Ink fingerprints on paper
© Kambouri 2011

Our interviews and visits to Greek authorities competent for the fingerprint

collection made it clear to us that fingerprinting practices are not a one way
process of Aimposing controlo over bodies
form of power conditioned by, on the one hand, policing and, on the other

hand, the pressure exerted by migrant bodies to resist control or manipulate

practices of control in order to escape inertia and enable the continuation of

movement. The most obvious manifestation of the latter is the long queue of

people, who camp every week outside the Greek Asylum Police Unit in Petrou

Rdli in order to get a chance to enter the building and apply for asylum.*

33 Given the absence of any other regularisation path after the completion of the last of
three regularisation programmes launched by Law 3386/2005, applying for asylum has
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According to the Head of the Asylum Unit, the pressure and workload was

such t hat t he depart ment Afcoul d not

fingerprints takeno and as a resul

Aeconomindalid essnstumengo to avoid us
scanner and instead take only one set of ink fingerprints, that were then
scanned and converted into digital data for Eurodac. In addition, he

explained, certain migrant fingerprints are dif ficult to capture in a digital form

because they are very often destroyed by intense manual labour. In those

cases, digital fingerprinting is useless and ink is much more effective.3* This
procedure of transformation from the ink to the digital, as it was e xplained
and demonstrated to us, takes significantly longer time since it is more time
consuming to transform the relevant data, but makes the actual procedure of

dealing with the long queue of asylum seekers faster and more effective. >
The same appliesto the Asylum Unit of the Airport Police Department at the
At h elntérnational Airport. During our visit, there we learned that not only
those who ask for asylum are fingerprinted (and not those caught for illegal

entry or for trying to illegaly cross ille gally), but also that the fingerprinting is

done with ink and then it is scanned and sent to the Finger ing Department at
the Crime Investigation Direction of Greek Police, where the national Eurodac
Unit is based, to check the following: first, if the aliens in question are in the
criminals list and second to enquire whether or not they are in the Eurodac
database. The central unit replies to them only if there is a hit. °

The process of converting ink prints into digital representations produces a
space of difference where un-processible, incomplete, delayed or lost data,
blocked references, and doubtful inscriptions become possible. Here emerges
a fundamental split within the widespread desire for digital control. In fact,
Greece is a paradigmatic space, where the limits and the purposes that lie
behind the digitisation of the European border regime are tested. It seems
that in the Greek case the main element that constitutes the process of data
production is that of contingency.

Thus, the performativities of Greek police and administrative staff, unlike
those of their German and Italian counterparts, are not clearly inscribed into
the frame of digital control, but fluctuate between the desire to impose some

kind of order 1 occasionally by means of categorisations and data storage but

become in Greece the only strategy that migrants can employ in order to be legal and get
basic legal and social rights -including to get public health care and not to be deported. For
more on asylum regulation in Greece, see Law 3907/2011, which entered force in January
2011, but most of its provisions, particularly those which stipulate for the creation of multiple
Asylum Committees throughout the country and defined deadlines for the examination of
asylum applications, have not yet been thoroughly applied.

34 Interview with Mr Syrmalis, 07/04/2011.

35 Interview with Mr Syrmalis, 07/04/2011.

36 Interview with Mr Spyropoulos, responsible for Asylum and EURODACReturns at the
Athens Airport Police department, 01/03/2012.
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more often with the use of direct force and violence - on the diverse bodies in

mobility that surround them and the imperatives to implement European

procedures and protocols. In most of the interviews we conducted,

respondents were prone to comment on the materiality of movements rather

than on digitisatonoft hese movements. Their practices
primarily centred around actual bodies who are sitting in line outside Petrou

Rali or inside police stations and prisons. The pressure exerted by these

bodies in mobility and their inability to capture them within the established

legal procedures and digital protocols is dominant. In this sense, it is precisely

the frustration and 1 nabi lofibbdjes ih mobiltye al wi t h
that conditions the performativities of Greek administrative and police staff

rather than a simple failure to operate the system.

In this streets around the Greek Asylum Police Unit in Petrou Rali the migrants stand in line
for several days.
Photograph taken in april 2011.
© Kuster/Tsianos 2011

The digital hyper-mobility, which tries to make fluid what is not yet fluid, to
pick up a thought by Saskia Sassen, faces its own limit of liquefying when
meeting in its own system the inertia of matter. What if the readability (i.e.
the absolute liquefaction, that should make readable the volatile bodies of
migrants) is itself volatile and meets its own plastic condition? What the Greek
case indicates is that the idea of a complete coverage within Eurodac is par
excellence an unachievable project; this is in the sense that the main aim of
Eurodac is to capture mobility through an ongoing, nevertheless static,
representation of existing movements. What Eurodac in its best possible
performance can provide is an exhaustive snapshot of complex networks of
mobility. Nevertheless, snapshots cannot but be static. The blatant/persistent
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and inexplicable inability of the Greek authorities to implement even basic

Eurodac protocols is perhaps the most clear manifestation of the prevalence

of migrant mobility over not only its control, but even its digital

representation. What occurs in the Greek context/borderzone is paradigmatic

of the limits of the digital representability of mobi | i ty. |l nstead of
a distanceo, the Greek borderzone cannot b
through surveillance. The borderzone becomes a site of constant and intense

antagonism between mobility and the desire to capture this mobil ity through

static digital representations. The emergency employment of Eurodac in the

Greek borderzone represents precisely the impossibility of complete digital

control.

3.4. The timeliness of numbers and pathways: On an
encounter between strategies of co ntrol and strategies
of mobility

However, there are other reasons why we encounter in the Greek context a

rathernon-st ri ngent wuse of the compelelTheng natur
inconsistency and complexity of digital fingerprint archives 1 or more

particularly the unsystematic fingerprinting and above all the unsystematic

digitisation of fingerprints T could also result from the uneven domestic

impact of the Dublin Il system; or rather these practices may constitute an

appropriate response to the striking imbalance betweenthe so cal |l ed fAcor
C 0 u n t, sucheas Germany, and the ones at the EU external border, such as

Greece or ltaly. Entirely conforming to a multi -sited ethnography, we set

ourselves on the track of the German police officer& question about the Greek

production of entries under the Eurodac category 2. The attempt to obtain

insightful access to those nodal points of the Eurodac-actor-network forced us

to pay attention to the explanations given to us at the Eurodac Central Unit in

Athens. Here, while the police officer pointed to the computer screen showing

us a hit message, he decl ar ed: AFor exampl
asylum in Greece, but his [sic] fingerprints were first registered in Sweden. So

it seems that this must be a case for which Sweden is responsible. The

person should be sent to Sweden. But of course, this could also prove wrong,

because: How could this person has reached Sweden directly? Most likely, he

first arrived in Greece, but without being registered or being registered as a

category 2 when entering. This entry has been deleted, so that his
fingerprints appear fof the first time in

Beyond the fact that this police officer indirectly admitted that a large number
of persons cross the border irregularly without being caught and registered,

37 Interview with Mr Lambrocostopoulos, Greek EURODAC Unit, 22/09/2011.
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there is an other aspect of his description that is remarkable. He, in fact,
provided us with an implicit report on a migration route to Europe, which has
apparently by now been registered in Eurodac and has become targeted by
the police. The route which he referred to is, however, less of a geographical
nature; rather, it is a route characterised by temporality and duration, since
according to the rules of the Eurodac Regulation, the fingerprinting data
registered under category 2 is deleted two years after entry into the
database 3® Furthermore, the authorities in charge are not allowed to execute
a search within the Eurodac database on the grounds of an entry registered
under the category 2. This data is only allowed to serve as reference stock for
automated search requests, based on category 1 entries. This restriction in
the use of data for the automated border govern ance via Eurodac is part of
the political compromise, that should alleviate the de facto amalgam of
asylum and immigration issues, or the close intertwinement of Schengen and
Eurodac concerns (Mathiesen 2001: 18) to which we alluded when we
referred to our visit in the BKA. While intergovernmental negotiations on
Eurodac were under way since 1996 (see Aus 2003: 6ff), Eurodac should
serve as a Community instrument for the effective application of the Dublin Il
Regulation on asylum and firstly be directed at potential refugees. However,
by the initiative of Germany (see Aus 2003: 11) Eurodac should also aim at
illegal immigrants (irregular crossers of EU external borders / cat 2 and
illegally residing migrants within a Member state / cat 3). At the time of the
refugee crisis in 1997, the German Ministry of the Interior was executing
massive pressuremm Gr eece and I taly in this
as an asylum and refugee protection issue by the Italians and the Greek was
read as a problem of ‘illegal immigration' and human trafficking connected
with organized crime syndicates by the Germans, t he Fr enc h,
(Aus 2006: 16-17)

This contingent migration route, to which the Greek police officer referred ,
can be understood as being connected with a strategy of surveillance for
which the Greek and the Italian authorities became known in the past years:
they were accused of transmitting their Eurodac data so late that other
Me mber Statesd6 queries within the

Thus, they were blamed for undermining the Dublin Il regulation. In other

words, they have received sharp criticism for their non-compliance with the

respect

and t he

dat abas

dominant policy conceptions of how to combat i a sy | um &aeb Husodas 0 (

evaluation report 2009; Aus 2006: 30; Papadimitriou and Papageorgiou
2005). However, the fact that the Greek police consistently devises strategies
in order to avoid complying or playing by the rules of Eurodac and the Dublin
Il regulation could be interpreted as a pragmatic response to an unbalanced
migration burden that could give rise to intergovernmental conflicts in the
context of the increasingly Europeanisedpolicies of migration management.

38 See Council Regulation (EC) 2725/2000.
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Although the Schengen Border Code of 2006 and the creation of the EU
border agency Frontex (for urgent border control action assistance) in 2005,
have provided a set of legal rules and tools aimed at establishing coordination
and operational cooperation mechanisms between the Member States?® some
of them, such as Malta, have called for more burden-sharing mechanisns, for
instance to distribute asylum seekers among EU countries on a proportional
basis, or for a revision of the Dublin rules. Besides that, some countries have
began to look for other possible ways out of the system, such as bilateral
agreements (Spain-Morocco; Italy-Libya etc.). Accordingly, one possible
explanation for the question raised by the German officer in the Federal
Criminal Police in Wiesbaden could simply pointout to the self-conception of
Greece not as an European immigration country, but as a transit country. In
such transit country different degrees of ille gality, depending on whether the
irregular status of a migrant relates to the border or to the territory, are far
from crucial. Thus, the subtlety of categorical distinctions such as those
between category 2 or 3 entries within Eurodac is expelled to (Central)
Europe just like Europe refers to Greece as the European border. Meanwhile
in Greece, it is still possible to achieve the objective that the BKA officer
postulated as being of interest, namely to generate Eurodac ciphers and
inscriptions that are helpful for getting rid of asylum seekers. As Brouwer
(2002: 244) not es: ARnAs this fingerprinting
person concerned, who is found later in another Member State, will be sent
back to the former Member State, one can reasonably doubt if the authorities
of the first State wild!|l be very willing to

Al 't hough Brouwer 6s statement may be in acc
Greek case study, this tendency of border-zone member states to avoid the
execution of the Eurodac regulation may also be the product of inability rather
than unwillingness. Above all the Greek authorities and NGOs have to face the
refusal of bodies in mobility to inscribe themselves into the pre -given
identities of asylum seekers, immigrants or refugees and to regularise their
stay in places that they have defined as transitional. Once in these places,
their mobility revolves around strategies to avoid stasis and make possible
movement that allows them to eventually leave, find employ ment,and get
papers elsewhere. Although most of these bodies have been fingerprinted at
the borders, this does not seem to predetermine their possibilities of crossing
over the border again towards other European destinations. On the contrary,
applying for asylum or getting the temporary status for humanitarian reasons
(pink card) in Greece® is perceived as a strategy that provides them with
certain temporary privileges, such as non deportability, but also health care or

39 Today the so-called disproportionate burden on countries that happen to be locat ed at the

EU6s external borders and have to deal with its coc
irregular immigrants should additionally become complemented by the European external

border surveillance system (EUROSUR and the project (supported by the Commission to

create a Common European Border Guard.

40 Seefootnote 34.
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temporary legal status. Nonetheless, this type of security interrupts their
movement and makes them more easily traceable, idenitifiable and
categorisable within EURODAC in other words it renders them immediately
subject to control. In migrant routes, therefore, Greece is mapped as a transit
space, where one has to avoid the pitfalls of being identified before crossing
the border again, even if that means that one has to go through without
getting proper health care, or to be constantly under the threat of digital

deportability.

What should be stressed, however, is that for bodies in mobility the greatest
threat appears to be the possibility of being digitally fingerprinted in a precise

and accurate manner; in a way that fingerprints will be traceable in different

databases all over Europe and a hit would force them to return. Digital
fingerprinting becomes a much more significant threat than physical arrest or
imprisonment, precisely because it is internalised. Bodies in mobility under
this threat learn that they should constantly avoid an y procedure that may
lead them in front of this possibility, including the chance to apply for asylum,

to go to the hospital or register their children to school.

Nevertheless one could never know if fingerprinting will be in fact successful,
or, given the temporary moratorium on returns, if a hit will ultimately lead to

a return. As Rastaman, a migrant theetervi ew

others who were with me were dingereddéon paper; | was too. But | do not
know why, maybe because the print of my fingers was not good enough or
anything, | also had to stick my fingers into a small machine with a glass to
put my fingers on. | know that most of the fingerprints do not matter so
much. | know two Sudanese people from dhe Mountainédwho made it a week
ago over the Adriatic Sea to Germany. We were all together in the prison of
Pagani. Obviously, there was no problem with their fingerprints in Germany.
People never tell that they come vi
in that sense, as a surveillance mechanism. Much like the panopticon, which
maybe empty, one never knows if the digital mechanisms of surveillance are
in fact working properly, if data will be lost or unsuccessfully registered in the
system. In other words, one never knows if the gesture of fingerprinting is in
fact an empty gesture.

The mode of operation of the European border regime is based on
observation and acting, surveillance and control. Its aim is not the impossible,
unachievable prevention of migration, but rather the the command of
migration flows within and towards Europe. Accounting for Eurodac as part of
the European migration regime that aims at transforming mobility into

politics, our investigation on Eurodac-actor networks, or agencements or, as
Haggerty and Ericson (2000) suggest, as surveillance assemblages always
has to include a reading of both logics at once: the functional logic of

technology itself, and the political logics of Schengen and Dublin II. In other

words, our visits in the control centres of Eurodac taught us that Eurodac
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works its effect, as Irma van der Ploeg repeatedly suggests, by being
connected to other technologies, practices, systems, institutions and
conventions (2005: 2, 13; 1999a: 43; 1999b: 296, 300 -301). Most
importantly, there is one crucial actor network that has to be taken into
account, that is a network of bodies in mobility, a network of migrant actors,

whose movement is enabled by means of digital technologies.
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4. AThi s i s n oitThée&Dubliolpcasisand the
assertion of a border conflict

In April 2011 we went for the first time to Igoumenitsa for field research. It is
the last small Greek port city opposite Italy , near the border with Albania.
However, as it became clear to us when we traveled there from Athens, the
border zone begins much earlier, much further inland. Shortly after the
service bus from Athens has passed the small town of Agrinio, it was stopped
by the border police. Several police officers, including one in civil clothes,
entered the bus and checked the papers of some passengers, apparently
selected because they looked suspicious of being transit migrants. The
atmosphere in the bus became suddenly very tense. A family with two
children sitting behind us was required to reply to the police in English about
their intention to stay in lgoumenitsa. They declared that they were going
there for holidays.*" Apparently the father has come to Greece from ltaly to
pick up his family via lgoumenitsa. In contrast to his own valid Italian
residence permit, the papers of the woman and the children were not entirely
legal, as we understood from the remarks that the police officers exchanged
in Greek. Finally, the superior officer in civil clothes decided to let the family
go and continue their journey. He commented in Gr e e Kk : AThis is compl
t hey ar e *aAndfsa, rhieyl hawe been waved through by the police.
Things were different for four male passengers. They had to get of f the bus,
their luggage examined and they were taken to the local police station for
further investigation whilst the bus continued its route.

The next day we met two of the apprehended men again on the edge of the

road at the port of Igoumenitsa. They recogni sed us and we presented

ourselves as researchers. One of them told us that the other day they had all

been brought to the police station where their papers were checked. After a

few hours, himself and another Iragi were brought back to the main road and

rel eased. They had to buy another bus tick
he sad, ibecause we don't hd¥vEe sy maoney | e
remained silent during the whole time of our conversation. He had a terrified

expression in his face, holding tightly a plastic bag, which was his only

41 As we =entered the bus in Athens we didnot a
together with transit mi grants or not and we d
start to be sensed already on the way to Igoumenitsa. In other words, w e were not aware of

the fact that we were already situated within the field and not on our way to arrive there.

While the family with their behaviour as tourists were also in our view visibly alien we realised

only later and in the moment when the police s topped the bus that we were placed in the

midst of a regime of gaze that differenciates between Greeks and migrants. Our faculty of

seeing and recognising the migrants started exactly when the police was in the position to do

so.

42 Participant observation 16/04/2011.

43 Interview in Igoumenitsa, 17/04/2011.
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luggage. His comrade told us his story: He was on his way back to Sweden

where he had lived for 14 years and from where he had been deported to

Irag. He declared that he had a girlfriend and a child in Sweden. He

recounted that in Orestiada, one of the first Greek towns at the border with

Turkey, there isa populars ayi ng Anlf you take asyl um,
and you can get #Howhere anymore.d

During the following days we came frequently across the same tale about the

route via Orestiada and fingerprinting. One migrant drew rectangular boxes in

the gravel with a stone to illustrate to us the way in which he was

fingerprinted in Orestiada. Yet, not all migrants who told us about this route

were in as much despair as the two men from Iraq. Most of the young men,

especially from North Africa, that we met in spring 2011 in Igoumenitsa, first
expressed their indignation tioiwlahridss iuss :n oitG
Europed. est |l a poubelle de | " Europeo [/ ATl
then the heightening: AC' et Eblmropeabel |l BTH
the garbage of t he*Agsarobnaeg eofo ft hEeunm oepxepdl.a i n e d
and | wil/ move on to Europeo.

We mostly communicated in French and rarely in Greek. Many migrants were
on their way to France, to meet their families. All were outraged and showed
us their documents and papers. Two Algerians told us that they had been
registered as Moroccans. A Tunisian hal been registered as an Afghan. Some
recounted upset and scandalised the story of an Algerian who was registered
as a Sudanese whereas he was visibly white. An Algerian showed his exit
documents and explained with indignation that while he declared that he was
33 years old, he was registered as a 26 year old and instead of his Algerian
origin he was registered as Moroccan*® If we accept the sincerity of these
statements, declarations and affects, we must admit that for most of these
migrants these were not their first experiences in Europe. They were not
Anew ar theywkmew gsedy well where and what Europe is. To be sure,
they were on the road, but whilst on the road, they were above all enraged to
be retained in a strange place that in their view was certainly not located in
Europe.

For them, the space in which they found themselves was a border. The
following picture from a graffiti was taken in the street along the port in
Igoumenitsa, where hundreds of migrants from the Maghreb circled in small
groups and confronted the prospect of moving out with the self -esteem and
the freedom of the Arab spring movements.

44 Interview in Igoumenitsa, 17/04/2011.

45 Interview in Igoumenitsa, 17/04/2011.

46 It is worth noting here that if a fingerprint of an asylum seeker is found in Eurodac that
does not correspond with the identity that the asylum seeker declares during the asylum
interview then the procedure stops and the asylum seeker has to prove that he did not falsify
evidence in order to pass to another country.
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This picture was taken in April 2011, when we talked to these transit migrants

going back and forth along the wall, on which , as they translated to us, some

of their predecessors had written a graffitiin Arabic wi t h t he tag AMoroc
was not too long ago that the government of Silvio Berlusconi issued 25.000

residence permits for the Tunisians arriving in Italy (Perrin 2011). This

became the most notorious rupture with the principle of first entry as was

established with the Dublin Il Regulation. France responded immediately to

this event with a closure of the border with Italy, and subsequently re-

introduced border controls, which were valid only for a short period. On the

1st of July 2011, Denmark introduced controls at the border with Germany.

On the 16th of September 2011, the European Commission published a
notification (COM(2011) 561 final, 16/09/2011), in which they called for a
reduction of the operative power of member states to re-introduce border
control for a restricted time. This communication demanded also that
infringements should be brought to justice. In doing so, the Commission
claimed a core competence for itself, namely the overall supervision of the
Schengen system. A particular furor was caused by the proposal of a so-called
fGreek <c¢clauseo contained therein. This cl
temporal suspension of a member state, in the case of its insufficient securing
of the external borders. Even though this proposal by the Commis sion has not
yet been formally adopted, as it has not received majority support, it
nevertheless was indicative of the pressures to reform the Schengen
Convention.*’

The Schengen crisis or more precisely the Dublin Il crisis has deepened ever
since 2011. In our analysis we wish to point out to the unexpected

47 See for instance Ska Keller (2012), MEP, LIBE Blitzlicht monthly newsletter, MdEP,
Grine/EFA in the European parliament, July 2012. Here, the Schengen blockade by the
European parliament is announced.
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emergence of a disintegration dynamic in migration politics and border control
policies in the EU. The first signs of such dynamics can be found already
much earlier. In January 2011, for instance, the German federal constitutional
court ordered a revision of the Dublin Il regulation. This act legitimi sed the
potential to revise the framework of the common European immigration and
asylum policy. With the MSS case against Greece and Belgium, the European
Court of Human Rights issued also a clear decision against Dublin I1.*® These
are just two prominent examples among many others, in which the key line of
the Dublin Il regulation, namelytheso-cal | ed principle of the ¥
legally and actually abrogated. The Member States had to acknowledge that
in Greece and lItaly, there was de facto no asylum system. But more
importantly, during this process of suspension of the Dublin Il procedures, we
can identify an important bifurcation: the disconnection of Dublin Il from
Eurodac. In other words, the gap between the technologies of control
(Eurodac) and the rationale of control (Dublin 1) is widening.

The paradox is that while the Dublin 1l Regulation is currently under question,

Eurodac continues to be considered as a very successful mechanism. And

indeed this tendency is not new, as the following narrative on destroyed

fingertips by Dr Rinaldi from the Italian AFIS shows: il t was,when 2007

we had large migration flows, that most migrants with destroyed fingertips

came from the Horn of Africa and were arriving in Lampedusa, where they

tried to elude fingerprinting registration by damaging their fingerprint

r i d d% Fhis. description is supported by the testimony of another

fingerprint expertthatwe i nt er vi ewed in the Gabinetto o
employed in 2008 in Lampedusa, and to me personally it has happened that a

large number of Somali and Eritrean citizens arrived with their fingerprints cut

off. Some were burned, others cut the day before. Their wounds were

e x p o s%Adcording to Dr Rinaldi, it was the aim of the new arrivals to pass

without registration through Italy and to seek for asylum in the UK. Obviously

this was a route. Il nterestingly enough, w
acoount was the Dublin Il cases and eventual appeals against Dublin I

procedures that were linked to this route.

Faced with these attempts to create a route that subverts Eurodac control (in
this case from the Horn of Africa via Libya and Italy to the UK), a solution was
found. Dr Rinal di reported an Ai mportant opera
to modify t h Wi eridel 495! ter,nadnew criminal offence
concerning fraudulent modifications of physical characteristics that serve

48 See the whole decision on GRAND CHAMBER, CASE OF M.S.S. v. BELGIUM AND GREECE
(Application  no.  30696/09), Strasbourg, 21/01/2011; available online at
http://www.statewatch.org/news/2011/jan/echr -judgment-mss-v-belgium-greece.pdf

49 Interview with Dr Lorenzo Rinaldi from the AFIS in Rome, 12/12/2011.

50 Interview, Bari, 26/4/2012.

51 Interview with Dr Lorenzo Rinaldi from the AFIS in Rome, 12/12/2011.
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identification purposes has been constituted.>® Still according to Dr Rinaldi,

the introduction of this crime in 2008 in combination with the introduction of

palm prints in the national identity screening context,”® have successfully

reduced the phenomenon. An allegedly neutral technology, such as Eurodag

provided the ground for the criminalisation of an activity that turn ed into a

visible phenomenon or occured only in the context of registration procedures

linked to Eurodac. Moreover, if we trust the remarksof our intervi ewee, this

has even | ed to a dubious practice: ASo wh
modified fingertips, they are kept under custody in places, such as for

instance in the camp in Lampedusa, because it only takes a few days until the

skin texture, the ridges become again somewhat recognsable. Our skin has

two | ayers, epi der mal |l ayer and the subcuf
the hypodermis (...), t°h®ehe legalitygoé thgse i nt s r e
practices, however, is currently the object of an o0 ngoing inspection by the

Eurodac Supervision Coordination Group. The corresponding results are

expected at the end of 2012. >

52 Dr Rinaldi refers here to the law number 242 on an initiative undertaken by the senators

Martinat and Pontone from 2008. It is a directive partly in the matter of criminal offenses

linked to ill eg®losi mmogi atiinonma(febiia di reat. con
clandestina e al commerci o di sostanze stupeface
modification of the criminal law saying that Art. 495 is supplemented by 495 -1 concerning

Afraudul ent matlatioe of the papiltary kvdges of fingertips or other body parts

useful for identification or for determining of their own personal characteristics or the ones of

ot her p&esonso.

http:// www.senato.it/japp/bgt/showdod frame.jsp?tipodoc= Ddlpres&leg=16&id=00301773&p
art=doc_dc-articolato_ddI-art_a3macp&parse=no.

53 The palms are much more difficult to al ter than the fingertips.

54 Interview with Dr Lorenzo Rinaldi from the AFIS in Rome, 12/12/2011.

55 For more on this issue, see paragraph 10.2., in this report.
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5. A The glass is dangerouso

It is of historical significance that Eurodac was developed, created and
implemented in response to the turbulences created by migration in Europe at
the end of the 1990s and the early 2000s. At the time, the publicity of
fasylum shoppingd was high, especially in central Western European
countries. Referring to this very particular moment, Mrs. Ormiston spoke
about fia proper dismantling of the asylum systems in Europed. In many
respects, Eurodac was an experiment that addressed the asylum crisis. In
order for it to go online, new rules had to be invented and implemented. Mrs.
Ormiston, who as IT Manager was part of this process, emphasised that the
political interference in the case of Eurodac was unprecedented and was
never again repeated in the creation of similar databases developed
afterwards..*

In contrast to the immediate response of the regimes of surveillance and
control, which, according to Mrs Ormiston, strengthened the asylum system®’,
in migration studies there are far too often prevailing conceptualisations
which fully decouple migrants from the regimes of surveillance and control.
This is probably the reason why in the research on Eurodac, mobility and
migrants as actors are implicitly considered as largely irrelevant and hardly
worthy of taking into account . Thus, a form of knowledge production emerges
in which a Manichean image prevails that runs the risk of contributing to an

fiescalating dialectic of controlo ,as Peter Shields (2010: 277) puts it. This
form of knowledge is based on the diagnosis of certain symptoms (e.g. a
heavy reliance on technical solutions to the policing of borders) that analyses
intend to cure. In contrast, conduct ing research on actor-networks, in which
information about migration and its control circulate, means to adopt the
perspective of migration and use an ethnographic border regime analysis
(Pieper / Kuster / Tsianos 2011). This is why migrant practices and the
meanings that transit migrants attach in their narratives to the removal of

their fingerprints play a crucial and privileged role in our own actor-network
analysis of Eurodac. Hence our insistence on looking at the internal
complexity of the digital border and the emergence of the current conflict
over borders from the perspective of migration. Migration comes first.

Movement comes before its control.

56 Interview at Safran Morpho, Paris, 27/01/2012. Mrs Ormistone pointed out that data

qualitywasa priority concern for Eurodac, according to
ma k e a f #nlconteast hinithe German BKA we were rather critically alluded to the high

score of negative hits within Eurodac.

57 Mrs Ormistone explained this with the possibility to prove something with the help of the

finger. The entire asylum affair becomes therefore less overwhelmed by ideological

considerations and debates about abuses (Interview at Safran Morpho, Paris, 27/01/2012).
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During our stay in Igoumenitsa in 2011 we visited the infor mal camp
inhabited almost exclusively by male transit migrants. The camp, called by its
i nhabitants as wdstsituaed bhothenetiga ofntiie,town on a
slope, directly above the access road to the harbor. There, Rastaman came
towards us, asked for a cigarette, and told us about his journey. From Sudan,
via Syria, Lebanon, Turkey, in November 2009 the Greek island of Lesvos
and finally he got here. In Lesvos he was arrested after few days and then

detained in the prison of Pagani for about a week. Like all the other people
there, he was interviewed, photographed, and ffingeredo. fiFingeredo is the
corresponding term in the international English language, the slang that
newly arriving migrants on the mountain use in order to spread the word
among themselves and with people from other communities, including people
like us. Rastaman explained that all those who had been in Pagani with him,
himself included, had been fingered on paper. He did not know why, fimaybe
because his prints were not clear enougho, he was asked to keep his fingers
into a rather small machine with a glass plate. He explained that he knew that
not all fingerprints were important. On the fi Muntaino he met two Sudanese,
who made it across the Adriatic Sea and then, a week ago, they arrived in
Germany. Obviously there was no problem in Germany with their fingerprints.

He also said that he knew from many conversations and experiences that the
Greeks were not too meticulous in their approach to ffingeringd. Rastaman
wanted to go to England, where he had friends and family. His eyes were
fixed on the harbour. He was waiting for the right moment. There were

always people who made it. If you go away from the A Muntaing, you write
your name and phone number on the wall of the bridge to the harb or.>®

The narrative of another migrant from the fiMountaino is also revealing of the
circulation of knowledge on how to avoid being registered through the usage
of digital consumer tools: "l used GPS with a small antenna and bluetooth for
crossing the border in Evros. | went alone through unknown ways. | didn't
want to use those routes the smugglers use for crossing over migrant groups,
because these are well-known to the police. If you go in a group you rather
risk to be registered. | didn't want to be registered, that's why | went on foot
alone during four days and I'm not registered." >° Digital consumer tools can
be of use in another way too. A professional from Sudan told us that he
started his journey with three phones, a BlackBerry, an iPhone and a third
one and sold them one by one along the way whenever he was in need of
money.®°

The migrants we met in Igoumenitsa, who did not come to Greece through
the islands, made the passage from Istanbul through the Evros river. Most of
them had been fingered on paper in Orestiada. Kamal, another migrant, told

58 Interview in Igoumenitsa, 19/0 4/2011.
59 Interview in Igoumenitsa, 18/04/2011.
60 Interview in Igoumenitsa, 19/04/2011.
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us that he crossed the border there with a taxi, to avoid being fingered. At
that time he could afford it : fiThe glass is dangerous, the paper often isno t
dangerous. If one is fingered on paper, there is a chan ced.®* Kamal declared
that he wasnda registered so far. When we met, his trip from Iragi Kurdistan
towards Europe was already lasting nine months.

All of the migrants with whom we talked in Igoumenitsa a nd in Athens were
well aware of the realities of fingerprinting and the fact that being
fingerprinted on the Greek-Turkish border does not necessarily mean that
oneds f i wijbe regrsteredtins Eurodac. Migrants did not necessarily
use the term fEurodad, b u tfingérsd and fpapero in constrast to fimachineso.
fWhen fingered by a machine, one risks to be sent backd. This tip seems to
be part of the information circulating among migrants and , at this point, we
also allude to the fact that the validity of this knowledge was not refuted by
the numerous expert interviews we held. However, as a migrant, one never
achieves absolute certainty, one is always uncertain, as the following

narrative demonstrates. Adam, whom we met in Igoumenitsa, had been
fingerprinted on paper in Samos, whereas other migrants who were with him

were fingerprinted on glass. It was unclear to him why some were

fingerprinted only on paper and others additionally on glass. Adam has seen
the machine and describes it as fia small machine, looking like an answering
machine, but one where you slide your finger insided However, he explained
that he had friends who were fingered by the glass machine in Samos and
finally managed to get asylum in the Netherlands, and someone in England #?

Also in Italy we came repeatedly across the p h r atheeglass is dangerous ,
as the following account from Mussa to whom we talked to in Bari, shows. He
applied for asylum in Venice and was fingerprinted on that occasion: fit was
very different than in Greeceo, Mussa began. On the question if the procedure
to take fingerprints was explained to him by the police offic ers, Mussa repled:
fives, they said when you apply for asylum you have to leave your
fingerprints. It is obligatory to provide your personal data 0 and he continued,
A Hey explained that afterwards it will not be possible any more to apply for
asylum in another country. We were already afraid of that, because we
already had our fingers in Greece. Of
a word about Greece. But we were afraid, we always feared that t hey would
discover our fingerprints in Greece and that as a consequence we would have
to go back to Greece. This was a lasting anxiety. And in the end, they found
our fingerso. Mussa was transferred to Bari, where one day, during the
preparation to go to t he Asylum GCommittee, his fingerprints were found by
the police. In the end, this did not affect his asylum application and he got
the residence permit for humanitarian protection. Mussa, who arrived in Italy

61 Interview in Igoumenitsa, 19/04/2011.
62 Interview in Igoumenitsa, 20/04/2011.
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in 2006, told us that he thinks that meanwhile t he authorities have become
more strict.

All these migrant stories about the glass seem to provide further evidence of
the fact that migration constitutes a self -reflexive part of the information and
control continuum, which always encompasses two modes of exclusion: the
exclusion from registration and documentation, and the exclusion through
registration and documentation (Broeders 2011). The modulation of these
two processes of exclusion and their flexible and movable interplay gives rise
to cycles of fdigital deportability ¢, thus, the extension of the risks of mobility
to the whole area enclosed by the Schengen border and beyond. However, as
we will show in the next paragraph, digital deportability leads not only to
dispersion (due to the smooth space of digital hypermobility and data fluidity
which results into deportability becoming ubiquitously possible) but essentially
to a proliferation of the European border that leads to the multiplication of
border zones.

Two lawyers working for the Greek Council for Refugees®, the oldest and

largest NGO specializing in asylum seeker and refugee assistance, support

and protectioni n t he country told wus the foll owi:i
arrived at the island of Chios; one of them managed to arrive in the

Netherlands. He was never found, because they never found his fingerprints.

The other brother arrived in the Netherlands and he was caught. Of course,

we have to see the difference: The second one, the one whose fingerprints

were found and subsequently sent back, was arrested a while ago in Athens

and he applied for asylum in Petrou Rali. It is different if you are fingerprinted

in Petrou Rali or on the borders. I donodt
machine® or if they took the fingerprints on paper , but there are many cases

where people who were arriving in Athens were not fingerprinted or some
fingerprints were not included frFort he cou
most of the migrants we have spoken to, it was clear that the most decisive

fingerprinting occurs in relation to asylum applications. In difference to other

forms of registration this one is almost with certainty registered in Eurodac

under category 1. Thus, as a registered asylum seeker one really runs the risk

of being returned, when traveling on in another EU country and being caught

there. But not even one of our interviewees in Greece had applied for asylum.

As many migrants in Athens explained to us, the main reason for them to try

get away from police controls and possible arrests was not only to avoid

expulsion, but mainly to avoid being forced to apply for asylum. ®® Thus, from

the perspective of digital deportability, the borderline is not only located in

63 http:// www.gcr.gr/

64 As we know from our research with representatives of the competent authorities, there
was no such machine at that time.

65 Interview with lawyers from the Greek Council for Refugees, Athens, 13/03/2011.

66 Focus group with Afghani women, Athens, 29/03/2012.
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Orestiada, Mytilini, Patras, Brindisi, Bari or lgoumenitsa, but i as an Afghan
womantoldusi A At hens i s®the bordero.

However, the reconstruction of migrant routes, as we were able to trace them
in this chapter with the help of their narratives , seems to show remarkable
conceptual similarities with the reconstruction of routes enabled by Eurodac
itself. However, migrant routes differ radically , at least in the materialisation
of their representation: the tunnel that underpasses the road to the harbour is
at the same time the route that one must follow in order to climb the
mountain. It s erves as a display that contains routes, traces and possibilities
for (re)connection. As the photograph shows, its walls are full of messages,
namely names, places of origin, telephone numbers and data written or
notched into the concrete. One does this in order not to leave a trace that
would not fade away after departure. One leaves behind contact details and
tracks, so that others could reconstruct an itinerary. Points are connected,
threads are weaved. In the close-up view, migration is not a vector lin e.

© Kuster/Tsianos 2012

© Kuster/Tsianos 2012

67 Interview with two Afgh an women, Athens, 03/05/2012.
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